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,QWURGXFWLRQ
+HDOWKLQIRUPDWLRQV\VWHPVIRUPVDFULWLFDOSDUWVRIRQH¶VFRXQWULHVLQIRUPDWLRQWHFKQRORJ\LQIUDVWUXFWXUHGXHWR
WKHVHQVLWLYLW\DQGQDWXUHRIGDWDSURFHVVHGRYHUWLPHZLWKUHJDUGVWUHDWPHQWKLVWRU\PHGLFDOUHFRUGVHWF7KHVDIHW\
SULYDF\DQGVHFXULW\RIKHDOWKGDWDVWRUHGRYHUWLPHFDQUHIOHFWRQSURJUHVVRISDWLHQWVUHVLVWDQFHDQGDGRSWDELOLW\RI
KXPDQWRGUXJVRYHUWLPHDQGJHQHWLFOLQNVWRFDXVHVRIGLVHDVHVRYHUWLPH*HRJUDSKLFDOSURILOLQJRIVXFKGDWDFDQ
UHIOHFWDORWRILQIRUPDWLRQRQSURJUHVVRIKHDOWKRXWEUHDNVHIIHFWLYHQHVVKHDOWKFDUHGHOLYHU\HWF,QWKHKHDOWKVHFWRU
PHGLFDOLPDJLQJKDVEHFRPHDPDMRUSDUWRIPRVWGLDJQRVWLFSURFHGXUHVUDQJLQJIURP[UD\VXOWUDVRXQGHWFDQGLW
KDVGRPLQDWHGPDMRUSDUWRIDKHDOWKLQIUDVWUXFWXUH$GYDQFHPHQWVLQKHDOWKLQIRUPDWLRQV\VWHPVZLWKHPSKDVLVRQ
WHOHPHGLFDOSURFHGXUHVUHPRWHKHDOWKFDUHVHUYLFHVDQGKHDOWKFORXGVWRUDJHLQIUDVWUXFWXUHVZLWKPHGLFDOLPDJLQJ
GDWD DV D NH\ FRPSRQHQW LQ HQVXULQJ HIIHFWLYHKHDOWKGHOLYHU\7KH LPSRUWDQFH DQGXUJHQF\ QDWXUHRI KHDOWK FDUH
VHUYLFHV GHOLYHU\ KDV OHG WR WKH FUHDWLRQ RI RSSRUWXQLWLHV LQ WKH VRIWZDUH GHYHORSPHQW VHFWRU 7KLV VRIWZDUH
DSSOLFDWLRQ PDGH LW SRVVLEOH IRU KHDOWK FDUH VHUYLFH GHOLYHU\ WR EH GRQH ZLWK PRUH HIILFLHQF\ DQG WLPHOLQHVV
(IIHFWLYHQHVVLQWKHKHDOWKFDUHVHFWRULVFUXFLDO LQWKHVHQVHWKDW WKHRUJDQL]DWLRQRIPHGLFDOUHFRUGV LQKHDOWKFDUH
IDFLOLWLHVSURYLGHVHDV\DFFHVVWRUHFRUGVLQOHVVWLPH7KLVKDVEHFRPHDPDMRUPLOHVWRQHLQWKHKHDWKFDUHVHFWRUDQG
KDV IDFLOLWDWHG IXUWKHUDGYDQFHPHQW LQPHGLFDO WHFKQRORJLHV LQ WKH VHFWRURI VXUJLFDORSHUDWLRQVJXLGHGE\VHQVRUV
DQG DUWLILFLDO LQWHOOLJHQFH DQG KDV VHHQ PRUH DQG PRUH DGYDQFHG WHFKQRORJLFDO GLDJQRVWLF WRROV IRU SUH PHGLFDO
SURFHGXUHV WKDWHQFRPSDVVHV DQDO\VLVDQGH[DPLQDWLRQ $EHWWHUDSSURDFK WRKHDOWKFDUH VHFWRUKDV VHHQD EHWWHU
HQJDJHPHQWRI LPDJLQJ WHFKQRORJLHVDV UHVXOWVRIDGYDQFHV LQ UHVHDUFK LQ VLJQDOSURFHVVLQJDQGYLVLRQRI LQWHUQDO
ERG\V\VWHPV7KLVDGYDQFHPHQWKDVDJUHDWO\ LPSDFWHGSRVLWLYHO\RQ WKHKHDOWK VHFWRU ,QWURGXFWLRQVRI UHDOWLPH
LQIRUPDWLRQ V\VWHPV WR WKH KHDOWK VHFWRU IRUPHGLFDO SUDFWLWLRQHUV LQ UHDOWLPH VXUJLFDO RSHUDWLRQDO SURFHGXUHV DUH
UHYROXWLRQL]LQJKRZKHDOWKFDUH VHUYLFHVDUHGHOLYHUHGDURXQG WKHJOREH $UWLILFLDO LQWHOOLJHQFH WHFKQLTXHV VXFKDV
PDFKLQHOHDUQLQJGDWDPLQLQJDQGLQIRUPDWLRQUHWULHYDODSSURDFKHVLQKHDOWKFDUHHWFKDVPDGHLWHDVLHUIRUFDXVHV
DQG WUHDWPHQW RI UHODWHG GLVHDVHV DQG DGYHUVH HIIHFW VWXG\ RI FHUWDLQ PHGLFDWLRQV PRUH HIIHFWLYH 0RUH
FRPSUHKHQVLYH DQG XQGHUVWDQGLQJ RI RXWEUHDN RI GLVHDVHV WKURXJK UHSRUWV DW KRVSLWDOV JHRJUDSKLFDO SURILOLQJ KDV
EHFRPHHDV\DVZHOO7KLVEULQJVWREHDUWKHUHOHYDQFHRI,QIRUPDWLRQV\VWHPVDVDQLQWHJUDOSDUWRIF\EHUFULWLFDO
V\VWHPV LQ WRGD\¶VF\EHU VSDFH7KHVHKHDOWK V\VWHPVSURYLGHD ORWRIEHQHILWVDQGPDNH LW HDV\ IRUD WLPHO\DQG
HIIHFWLYHSURYLVLRQRIKHDOWKFDUHVHUYLFHV
:LWKDOO WKHDERYHPHQWLRQHGEHQHILWVRI KHDOWK LQIRUPDWLRQV\VWHPVDVDQ LQWHJUDOSDUW RISURJUHVV LQPRGHUQ
VRFLHW\DFRPSURPLVHGKHDOWKLQIRUPDWLRQV\VWHPFDQUHQGHUFDWDVWURSKLFHIIHFWWRERWKWKHKRVWDQGWKHFOLHQWVRI
VXFKV\VWHPV7KHKLJKLQFUHDVHF\EHUDWWDFNVRQF\EHUFULWLFDOLQIUDVWUXFWXUHZLWKWKHKHDOWKVHFWRUZDVQRH[FHSWLRQ
DV UDLVHG VHULRXV FRQFHUQV DERXW VDIHW\ VHFXULW\ DQG SULYDF\ LVVXHV RI LQIRUPDWLRQ V\VWHPV 0LJUDWLRQ DQG
LQWHJUDWLRQRIKHDOWKLQIRUPDWLRQV\VWHPV¶GDWDWRWKLUGSDUW\VHUYLFHVIRUPDQDJHPHQWLQDSULYDWHSXEOLFRUK\EULG
FORXG FDQ SRVH D ORW RI FKDOOHQJHV WR WKH SULYDF\ VDIHW\ DQG VHFXULW\ RI WKH VWRUDJH RI VXFK GDWD 'DWD VHFXULW\
LQYROYLQJVDIHW\SULYDF\DQGSURWHFWLRQDUHNH\LVVXHVLQUHODWLRQVWRPHGLFDOLVVXHVLQWKHFDVHRISDWLHQWDQGKHDOWK
SUDFWLWLRQHU UHODWLRQVKLS ,Q HQVXULQJ HIIHFWLYH VHFXULW\ DFFHVV FRQWURO LV D IXQGDPHQWDO WR VHFXULQJ LQIRUPDWLRQ
V\VWHPV LQFOXGLQJKHDOWK LQIRUPDWLRQV\VWHPV7KHH[WHUQDOVWRUDJHRIGDWD LQ WKHFORXGVFRPSXWLQJHQYLURQPHQWV
HQJDJHV DFFHVV FRQWURO DV LWV IXQGDPHQWDO VHFXULW\ SURFHGXUH 'DWD VHFXULW\ HQJDJLQJ DGYDQFHG FU\SWRJUDSKLF
VFKHPHVLVYHU\LPSRUWDQWLQVDIHJXDUGLQJGDWDLQRWKHUWRSUHYHQWLWIURPEHLQJXQGHUVWRRGGXULQJDEUHDFKLQWKH
LQIRUPDWLRQV\VWHP(IIHFWLYHVHFXULW\DSSURDFKHVDUHQHHGHGLQVDIHJXDUGLQJWKHLQWHJULW\DQGLQVHFXULQJPHGLFDO
LPDJH GDWD LQ WKH FORXG DQG IRU KHDOWK LQIRUPDWLRQ V\VWHPV 9HULILFDWLRQ SURFHGXUHV WKURXJK DXWKHQWLFDWLRQ
DSSURDFKHV DUH QHHGHG LQ DFFHVVLQJ PHGLFDO GDWD IRU FRQILGHQWLDOLW\ SXUSRVHV %XW WKHVH DSSURDFKHV RI VHFXULQJ
PHGLFDO LPDJHV KDYH WR OHVV FRPSXWDWLRQDO WLPH EH UHYHUVLEOH DQG KDYH UHFRYHUDELOLW\ RI GDWD GXULQJ WKH HQWLUH
SURFHGXUHRIHQVXULQJVHFXULW\ZLWKLQWKHV\VWHPGXHWRVHQVLWLYLW\QDWXUHRIWKHLPDJHGDWDDQGWKHLPSRUWDQFHRI
WKHLQIRUPDWLRQFRQYH\HGE\WKHGDWDLQWKHLPDJHDQGKHQFHDORVVRIGDWDYDOXHVLQWKHSURFHVVZLOOSRVHD ORWRI
SUREOHP,QSURYLGLQJHIIHFWLYHVROXWLRQWRSDUWRIWKHFKDOOHQJHVFRQIURQWLQJKHDOWKLQIRUPDWLRQV\VWHPVLQYROYLQJ
GDWD VDIHW\ SULYDF\ DQG VHFXULW\ ZH SURSRVHG DQ DSSURDFK IRU PHGLFDO LPDJHV:H FRPELQHG WKH WHFKQLTXHV RI
FU\SWRJUDSK\ DQG ZDWHUPDUNHG DQG DFKLHYHG IXOO UHFRYHUDELOLW\ DQG SURFHVV UHYHUVLELOLW\ ,W DOVR SURYLGHG RWKHU
VHFXULW\ IHDWXUHV VXFK DV WDPSHU GHWHFWLRQ DXWKHQWLFDWLRQ DQG FRQILGHQWLDOLW\ IRU WKHPHGLFDO LPDJHV7KLVPDNHV
FRQWHQWV VWRUHG LQ VXFK ,QIRUPDWLRQ LQIUDVWUXFWXUHPRUH VHFXUHG7KHSDSHUKDV WKH IROORZLQJ VWUXFWXUH VHFWLRQ ,,
5HODWHGZRUNVVHFWLRQ,,,LV0HWKRGRORJ\VHFWLRQ,95HVXOWVDQGDQDO\VLVDQGVHFWLRQ9FRQFOXGHGWKHSDSHU
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/LWHUDWXUH5HYLHZ
,Q WKH ZRUN RI 8VPDQ . HW DO WKH\ ZRUNHG RQ PHGLFDO LPDJH HQFU\SWLRQ EDVHG RQ SL[HO DUUDQJHPHQW DQG
UDQGRP SHUPXWDWLRQ IRU WUDQVPLVVLRQ VHFXULW\  7KHLU SURFHGXUH HQJDJHG D UDQGRP SHUPXWDWLRQ E\ SL[HOV DQG
DFKLHYHG D KLJK FRPSXWDWLRQ VSHHG DQG >@ $ERNKGDLU 12 HW DO ZRUNHG RQ LQWHJUDWLRQ RI FKDRWLF PDS DQG
FRQIXVLRQWHFKQLTXHIRUFRORUPHGLFDOLPDJHHQFU\SWLRQDQGD'ORZHUWULDQJXODUPDSZDVXVHGIRUVFUDPEOLQJWKH
DGGUHVVHVRILPDJHSL[HOV7KHLUPHWKRGZDVUHVLVWLYHWREUXWHIRUFHDWWDFN>@<LFRQJ=KRXHWDOLQWKHLUZRUNRI
³D ORVVOHVV HQFU\SWLRQ PHWKRG IRU PHGLFDO LPDJHV XVLQJ HGJH PDSV´ VKRZHG D QHZ ORVVOHVV DSSURDFK FDOOHG
(GJH&U\SWWRHQFU\SWPHGLFDOLPDJHVXVLQJWKHLQIRUPDWLRQFRQWDLQHGZLWKLQDQHGJHPDS>@%HORZLVWKHUHVXOWV
REWDLQHGIURPWKHLUZRUN

)LJ7KHSURSRVHGV\VWHP¶VDUFKLWHFWXUH05,LPDJHHQFU\SWLRQD7KHRULJLQDO05,LPDJHE7KHHGJHPDSREWDLQHGE\6REHOHGJH
GHWHFWRUZLWKWKUHVKROGF7KHHQFU\SWHG05,LPDJHG7KHUHFRQVWUXFWHG05,LPDJHH+LVWRJUDPRIWKHRULJLQDO05,LPDJHI7KH
HQFU\SWHGHGJHPDS[B^` U J+LVWRJUDPRIWKHHQFU\SWHG05,LPDJHK+LVWRJUDPRIWKHUHFRQVWUXFWHG05,LPDJH
2WKHUZRUNVVXFKDV7UDQVPLVVLRQDQGVWRUDJHRIPHGLFDOLPDJHVZLWKSDWLHQWLQIRUPDWLRQE\5$FKDU\D83HWDO
>@&KDRV%DVHG0HGLFDO,PDJH(QFU\SWLRQ8VLQJ6\PPHWULF&U\SWRJUDSK\E\0$VKWL\DQLHW>@HWF2XU
DSSURDFKLVGLVFXVVHGLQWKHIROORZLQJVHFWLRQ
0HWKRGRORJ\
0HGLFDOLPDJHVVWRUHGLQWKHFORXGZLWKWKLUGSDUW\VHUYLFHSURYLGHUVDQGLQKHDOWKLQIRUPDWLRQV\VWHPVFRQWDLQ
LQIRUPDWLRQ DERXW SDWLHQWV $ FRPSURPLVHG KHDOWK LQIRUPDWLRQ V\VWHPRU XQ DXWKRUL]HG DFFHVV WR WKHVH GDWDZLOO
YLRODWHWKHSULYDF\RISDWLHQWVDQGZURQJSURFHVVLQJRIDVSHFLILFLPDJHIRUGLIIHUHQWSDWLHQWZLOOIXUWKHUDIIHFWWKH
LQWHJULW\ RI WKH PHGLFDO LQVWLWXWLRQ 7KH VDIHW\ SULYDF\ DQG VHFXULW\ RI PHGLFDO LPDJH DUH RI SDUDPRXQW
FRQVLGHUDWLRQ LQ WKH KHDOWK VHFWRU  3URYLGLQJ GDWD LQWHJULW\ DQG DXWKHQWLFLW\ RI WKH PHGLFDO LPDJHV ZLOO HQVXUH
SULYDF\VDIHW\DQGVHFXULW\ IRUPHGLFDOGDWDVWRUHG LQPHGLFDO LQIRUPDWLRQV\VWHPV ,QDGGUHVVLQJ WKHVH LVVXHVRI
XQDXWKRUL]HG DFFHVVZHSURSRVH DQ HIIHFWLYH VHFXULW\ LQIRUPDWLRQ V\VWHPZLWK D IXOO\ UHFRYHUDEOH DQG UHYHUVLEOH
WHFKQLTXHIRUDXWKHQWLFDWLRQDQGVHFXULW\RIPHGLFDOLPDJHVLQKHDOWKLQIRUPDWLRQV\VWHPV
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7KHHQFU\SWLRQSURFHVVLVV\PPHWULFDQGXVHVFOLHQW¶VDXWKHQWLFDWLRQV\VWHPVWRJUDQWDFFHVVEXWXVHVSDWLHQWV¶
XQLTXH LQIRUPDWLRQ LQ WKH HQFU\SWLRQ DQG ZDWHUPDUNLQJ RI WKH PHGLFDO LPDJHV :LWK WKH SURSRVHG V\VWHP ZH
HQVXUHG WKDW WKH VHFXULW\ VHUYHU KDV DQ DSSOLFDWLRQ WUDQVDFWLRQ VHUYLFH WKDW SURYLGHV HIIHFWLYH FRQILGHQWLDOLW\ DQG
DXWKHQWLFDWLRQVHUYLFHVIRUFOLHQWVRIWKHV\VWHPEHIRUHVWRUDJHRIWKHSURFHVVHGILOHVLQILOHVHUYHUVRUFORXGV\VWHPV
7KHVHFXULW\WHFKQLTXHHQJDJHGLVV\PPHWULFDQGWKHZDWHUPDUNLQJPDUNLQJDSSURDFKZDVLQVSDWLDOGRPDLQDQGLW
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